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VA Participatesin FirstGov
Portal

By: Walter Houser, OI& T, Program Coordination Staff

VA'’sonlinefeedback link isone of key government feedback pages appearing
on the new FirgGov dte. Asaresult, VA isbeing recognized as one of the most
regponsive and willing to receive feedback from our citizens wishing to share
their thoughts with their government. VA
involvement in FirdGov will impact onthevists o+
and emal VA reeives “FIRSTGOV

Your First Click to the U.5. Government

To address this challenge, the Veterans
Focused Internet Redesign Project (VFIRP) has accelerated implementation of
the Inquiry Routing & Information System (IRIS). Located at http:/survey.va.gov/
foxweh.exelirissde”D1, thisis a One-VA agpproach to handling queries posted
a VA webgtes. IRISwill encourage vistorsto focustheir questionsto the proper
VA program office.

FirstGov hasbeen created in responseto the Presdent’ s December 17, 1999
memo directing the executive branch to make available dl public information to
citizens without their having to know which agency or department is ultimately
responsible.  This is being accomplished through the crestion of an index
encompassing al web pages published by the Federd government, a http://
Firgigov.gov website that will access the index, and a licenang plan tha dlows
government-focused commercia web stesto accessthe index for the benefit of
their cusomers.

VA’'swebsteisacritica part of thiseffort. FirgGov will increase the dready
sgnificant volume of queries and vistor traffic. VA employees may dso receive
an increased volume of emall queriesthat may not berdevant to VA. Thesewill
need to be promptly routed to the appropriate department or agency for action.
Our response to the increased volume of email will have a greet impact on how
the American public views the responsveness of their government. A great Start
will earn us the goodwill that will be essentid to the long term success of our
providing appropriate services eectronicaly to veterans.



THE CIO
SCENE

By: Robert P. Bubniak, VA's Acting
Chief Information Officer

Security: Let’sDo These Things NOW

Any government agency saddled with the weight
of numerous GAO and OIG findings cannot let
perfection be the enemy of good. Sure, some
inditutiond improvementswill taketime. But for now,
VA mug harvest the low hanging fruit to demondrate
we are serious about improving.  Security, like many
other chalenges, follows the 80:20 rule The easy
things are easy, but give you a big payoff. The hard
thingsare dill hard, and will comewithtime. So here

2. Report Security Incidentsto VA-CIRC.

VA operates a security incident reporting service,
caled VA-CIRC, so that incidents are detected,
reported, and corrected as quickly as possible. All
incidents are required to be reported to VA-CIRC
through your facility’s security officer. Clear
instructions for VA-CIRC are published at
vaww.vairm.vaco.va.gov/infosec, but serious
incidentsstill surfacethat arenot reported. VA-CIRC
is ot a “gotcha” device. Damage from security
incidents can be quickly contained when reported
— for example when a virus outbreak occurs, or
when unusua workload or performance patternsare
observed on VA's network.

3. Implement VA’s Strong Password Policy.
In January, VA issued a policy to strengthen
passwords, particularly those for Windows NT
network authentication. Weak passwords used by

Department of Veterans Affairs
InfFormation Security Program

HTTP://VAWW.VAIRM.VACO.VA.GoVv/INFOSEC

are five actions VA should take immediady to get
that big payoff. Some require the commitment of the
workforce at large. Othersrequire action by specific
technica gaff.

1. Every Employee - Takethe VA-standard
Awar eness Cour se.

A Web-based service is dready available to
employees at vaww.vairm.vaco.va.gov/infosec. The
only resource required is an Intranet Web browser
and thetimeto take the course— usudly lessthan an
hour. Why is thisimportant? This service has been
avalable snce March of this year, but only a smal
percentage of VA’ sworkforcehastakenit. Employee
misunderstandings about their security roleareregularly
observed — opening of suspicious or virus-infected
E-mail messages, poor choicesfor passwords, cardess
handling or digposal of sengtiveinformation—to name
three.
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employees are one of VA’s most serious
vulnerabilities, easily exploited by an outside
adversary on the Internet or by an insde source. In
terms of demand on employees, VA's new palicy is
no more challenging than that used by other agencies.
VA has begun to study technologies that will smplify
the sgn-on process for employees. But until those
investmentsare made, thispalicy istherightimmediate
Stop-gap.

4. Remove Unsecured Dial-In Connections.

In January, VA prohibited these kinds of
connections. The most common example is where
someone attaches to their office desktop a dia-in
modem and operates aconsumer-level remote access
product such as PCAnywhere or LapLink. VA is
not exercisng a minimum standard of due diligence
to protect its network as long as these kinds of
connections are present. To reinforce this urgent
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security measure, the Acting Deputy Secretary issued
a specid memo to dl facility and office heads on
October 13, 2000 requiring an immediate review to
remove such unsecured connections.

5. Implement VA’s Palicy for External
Electronic Connections.

VA’ snumerous network connectionsto theoutside
world must incorporate some smple controlslisted in
recently issued VA Directive 6212. This action
requires that the system administrator for each
connection set certain device and software switches
to “harden” the connection. These controls are
congdered the “floor” for due diligence by industry
experts. Thisactionis particularly timely because of
Congressond criticism about VA'’s vulnerability to
attack.

Stay tuned for more on Security. Itisachdlenge
we, together, must address.

VBA MovesData

')D))))) Servicesto Sprint’s
FTS 2001 Networ k

By: Don Williams, VBA, Office of Information
Management

The Veterans Benefits Adminigtration (VBA)
announced that it recently moved al of its data
services onto Sprint’s FTS 2001, a move that will
improve the performance of the organization's
operations while saving the government money.

The move places VBA & the forefront of the
federd government’s trangtion to the government-
wide FTS 2001 telecommunications network. The
Generd Services Adminigration awarded an FTS
2001 contract to Sprint in December 1998 to provide
voiceand dataserviceto dl participating civilianand
Defense agencies. VBA is the firgt organization of
itssSzeto move dl of its data services onto Sprint’s
new network, which offersawider array of services
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and lower prices than previous government-wide
telecommunications contracts.

“We view FTS 2001 as our backbone for future
applications such as imaging which requires high
bandwidth,” said K. Adair Martinez, Chief Information
Officer & VBA. “1t will dlow usto reduce costswhile
increasing bandwidth to better serve the VBA's
customers, our country’s veterans.”

Working together, PEC Solutions Inc., VBA and
Sprint have trangtioned 109 of VBA's naion-wide
gites to the new contract. These include regiona
offices, satellite sites, pre-discharge centers and
benefits delivery centers. About 12,000 employees
work at these locations.

The trangition involved a totd reconfiguration of
VBA'’swide area network. The frame relay network
has been upgraded to include dynamic routing. A new
backbone was added for redundancy.

As VBA'’s telecommunications needs grow,
personnel will be able to purchase additional
bandwidth and port speeds from Sprint as required.
The flexibility of the FTS 2001 contract will engble
VBA to purchase only the bandwidth it needs at any
point in time.

“Thiswastruly ateam effort,” said Tony D’ Agata,
vice president and general manager of Sprint
Government Sysems Divison. “ By working with our
partnersat VBA and PEC Solutions, Sprint has been
able to offer ggnificant savings and a host of new
sarvices to support the VBA's efforts to serve the
veterans.”
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“SuccessIsWhere

I,TC You Find IT”

By: Carolyn Webb, OI&T, Austin Automation Center

Record-breaking crowds traveled to Austin,
Texas, fromdl over the United States, and asfar away
as Australia, August 7-11, to attend the 2000
Information Technology Conference (ITC). Edward
A. Powell, Jr., Acting Deputy Secretary of the
Department of Veterans Affairs (VA), chalenged
conference attendeesto work as partnersin ddivering
top quality service to our Nation's veterans. He
emphasized informetion technology as one of themost
important tools available to meet the demands of the
coming millennium, and encouraged attendees to
discover new and creative waysto utilize innovations
in technology to bring VA into the new century.

Jim Cathcart, the keynote speaker at ITC's
opening ceremony, et the tone of enthusasm and
excitement that characterized the conference. Mr.
Cathcart combined humor with the Acorn Principle
he developed to encourage attendees to begin a
journey of sdf-discovery and fulfillment. Attendees
had a wide choice of training sessons—over 350
topics and a total of over 400 sessions. Several
sessons were broadcast via satellite to VA offices
across the Nation for those employees who were
unable to attend. More than 30 employees
participated inthe Equa AccessProgramfor visualy-
impaired employees, including atendees from five
other Federd agencies.

One of the conference highlights was EXPO, the
exhibit area, which increased thisyear to 175 booths,
including both private vendors and VA exhibitors.
Exhibitors displayed a full range of cutting-edge
products and services related to information
technology.

The 12th annud conference was hosted by the
Augtin Automation Center, and co-sponsored by the
Office of Information and Technology (OI&T),
VeteransHedth Adminigtration (VHA), and Veterans
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Benefits Administration (VBA). All employees
areencouraged to vigt the ITC Web ste a http:/
vaww.aac.va.gov/itc for information about the
conference and topics presented. Session handouts
from the 2000 ITC are available on the web Ste, as
wdl aslinksto other Stes.

VA Project to Replace Old
Computer Systems s On Fast
Track

By: Susan Spurling, Office of Management

The Department of VeeransAffairs(VA) hastaken
the first step in amulti-stage process to modernizeits
financid and logisticscomputer syssemto better serve
the nation’s veterans.

Under aproject cdled” CoreFLS,” VA will replace
adiverse mixture of old-technology sysemswith Seate-
of-the-art integrated software that will eventually
impect thework of thousands of employeesthroughout
VA, the federd government’s largest civilian agency.

The“CoreFLS’ teams, made up of management,
technical, procurement, and process experts
throughout VA, selected Oracle Corporation to
demondtrate its software productsin a pilot program
thisfdl. If Oracle succeeds in meeting VA's needs,
VA will issueaddivery order totest itsprogram nation-
wide. Should Oraclenot perform satisfactorily, VA is
under no obligation to continue with Oracle and may
seek another vendor. Nationa implementation will
occur only if Oracle can demondrate the ability to
meet VA'’s current and future needs,

Oracle was chosen from among seven vendors
based on its approach, functionality and pricing
information. “CoreFL S’ teams considered scalability
of the software solutions, specid features such as
warranty and maintenance, past performance of the
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vendors and their software, actual operational
performance, and pricing.

For moreinformation on the“coreFLS’ project,
vigt the“coreFLS’ Web site at http://vaww.vagov/
corefls .

Tracking/Reporting VA'sIT
Capital Investmentsin FMS

By: OI&T, IRM Planning and Acquisition Staff

TheFinancid Management System Sarvice,
a therequest of the IRM Planning and Acquisitions
Service (IRMPAYS), has developed a numbering
systemthat will enableIRMPAS g&ff to track capita
investment acquisitions through the Financial
Management System (FMS).

The FM S Service determined that the best way
to capture obligationsand costsisto use Accounting
Classfication Codes(ACC). Thiscodeisdisplayed
on the FMS sub alowance budget table (SASP)
andisarequired datafiedd ondl obligating, receiving
and payments documents, as well as payroll and
expendituretransfer transactions. FM S Service has
developed a specific ACC numbering Structure for
use with capitd investment projectsthat reflectsthe
type, fiscd year, and funding source for each specific
capita invesment. The FMS Operations Divison
will assign ACC numbers to all new Capital
Investment Board (CIB) approved projects,
including CIO Council approved IT Capital
Investments, before budgeting and obligating
commences. (This new numbering system will not
apply to ClIB-approved construction costsfor mgjor
and minor construction appropriations. These
expenses areidentified and tracked separately from
this procedure.)

The new numbering sysem will enablethe FMS

Sarviceto track the specific budgeting and obligating
data related to each CIB approved project.
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IRMPAS will use the FMS-generated reports to
monitor the progressof I T capital investment projects.

IRMPAS is working with the Capitd Budgeting
and Oversight Service and the FM S Serviceto make
this capability available during FY 2001.

AAC Customer Survey
Results

By: Lauren Kubacki, OI&T, Austin Automation Center

The AAC conducted its fourth comprehensive
customer survey during thethird quarter of FY 2000.
A professond firm, GartnerM easurement, adivison
of Gartner under contract to the AAC, designed and
conducted the survey, then reported the results. The
AAC scored in the top 15 percent of
GartnerMeasurement’s Information Technology
Cugtomer Satifaction (ITCS) database withan overal
satisfaction rating of 3.91 on ascale of 1.00 to 5.00.
Only 4 of the 36 organizationsin the database scored
higher in overdl customer satisfaction, with the highest
scoring organization achieving a score of 4.09.

Survey resultsshow AAC cusomersareinterested
in increased communications about available AAC
sarvices, future enhancements, and any changes that
affect the customer. To increase the flow of
communication, the AAC is contacting survey
respondents directly regarding specific comments,
redesigning the AAC' s Internet web Site to describe
available products and services in greater detail, and
highlighting current AAC news through articles
released to various media. Detailed survey resultsare
available on the AAC’s Intranet site at http://
vaww.aac.vagov/.

The AAC is grateful to al VA managers and
employees who took time away from their busy
schedules to respond to the customer survey. The
AAC is committed to providing the Department the
best IT support possible and looksforward to hearing
from you during the AAC’s next comprehensive
customer survey. In the meantime, your ongoing
feedback is welcome.
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Changesto Exhibit 53
Reporting for FY 2002

By: TimWeigel, OI&T, IRM Planning & Acquisitions
Service

Every year, the Department prepares a budget
covering itsfinancid plan for thefuture. Thisbudget
aso includes a number of exhibits that provide
detailed dataabout saverd areas. Oneof theseareas
dedls with spending for information technology (1T)
expenditures.

IT expenditures are detailed on three separate
reports to the Office of Management and Budget
(OMB). Thesereports are:

« Exhibit 52 — Report on Financid Systems
% Exhibit 53—IT Portfolio
+«  Exhibit 300b — Capita Asset Report

Thisyear these documentsaddress FY 2002 and
document IT soending in various ways. Exhibit 52
focuseson pending for those systemsthat kegp track
of the Department’ s finances, such as the Financia
Management System. Exhibit 300b providesdetailed
dataon VA’ scapitd investments—induding IT. These
two exhibits must corrdate to Exhibit 53.

There are three substantial changes—beyond
formatting changes—to Exhibit 53 this year. In
addition to data previoudy reported, organizations
will have to report percentages of system spending
on I T security and financid management. (Thelatter
actudly may save some effort for those systems
currently being reported twice—once as a financia
system and again as a program support system.)
Secondly, the Exhibit will include for every project a
unigue identifier that will remain for the life of the
initiative. Lastly, OMB will berequiring thesereports
in an eectronic format.

VA isworking with OMB to use the Informetion
Technology Investment Portfolio System (I-TIPS) as
amedium for eectronic exchange of thesedata. The
long-term vison of OMB isthat I-TIPSwill provide
the source data for information that needs to be
reported on Exhibit 53.
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VA'’s vison for I-TIPS, however, involves only
capturing capita investment data for IT. Additiond
data will be needed to address IT budget data not
subject to the capital investment process; every effort
IS being made to keep this to a minimum. The IRM
Panningand AcquigtionsService IRMPAS) will enter
these additional data when they are supplied by
organizations in response to the Exhibit 53 data call
expected in early October.

VA dsointendsto submit datato OMB through e-
mall, as we have done the last couple of years, in
pardld to thel-TIPS transmisson. VA will do thisto
ensure OMB is receiving the same data from both
methods, the email verson will bethe officid verson
thisyear. For FY 2002 data, I-TIPSisonly atest.

Staff from IRMPAS will be working with
organizations over the next couple of months to both
work through the changesin thisyear’ sExhibit 53 and
inimplementing an dectronicinterfaceto OMB through
[-TIPS.

Exhibit 53 data are required to be with OMB by
December 15, 2000.
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AAC Competitive Bid Award

By: Dee Busenlehner, OI& T, Austin Automation Center

The Department of Transportation (DOT) Federd
Highway Adminigration (FHWA) recently awarded
a3-year contract for systems migration and technica
support services to the Department of Veterans
Affars(VA) Audin Automation Center (AAC) inthe
amount of $6.9 million.

In response to the Office of Management and
Budget (OMB) Circular 96-02 issued in
October 1995, which called on the Federal
government to cdlosesmdl datacenters, FHWA began
surveying mainframe costs at data centers, other than
the DOT Trangportation Computer Center (TCC).
Also in response to OMB Circular 96-02, DOT
contracted with several vendors to perform
independent studies to assess the efficiency and
competitive posture of TCC. As aresult of these
studies, Congress mandated in October 1999, inthe
DOT Appropriations Act, that DOT “diminate the
TCC during Fiscd Year 2000.” During April 2000,
DOT madeacommitment to Congressto close TCC.

As areault of the prdiminary planning over the
past 4-5 years, and the market research anaysis
performed previoudy with dozens of private and
Federa data centers, FHWA was positioned to
quickly issue a request for proposal (RFP) for
mainframe systems migration from TCC to another
datacenter. The AAC responded to the FHWA RFP.
TheAAC sproposad provided acustomizedtechnica
approach and a cogt-effective technica solution to
migrate FHWA’s OS/390 workload from the TCC
toAAC.

OnMay 8, FHWA signed the 3-year interagency
agreement and awarded the contract to the AAC
based on the best technica score and best price,
coupled with high marks received from AAC
cusomers (including VA and Generd Accounting
Office) on past performance.

TheFHWA sysemswereup andinfull production
at the AAC within 10 weeks after signing the
agreement, meeting the migration schedule.
According to Larry Neff, Chief, Information
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Technology Divison, FHWA, “This very quick
migration was due to the strong customer service
received from the AAC and to the advance planning
conducted by FHWA.” Totd annua savings are
expected to be between $6-$7 million for FHWA,
and a 3-year projected savings of approximately $20
million.

Other DOT adminigtrations, including the Federd
Motor Carrier Safety Adminigtration (FMCSA) and
the Bureau of Transportation Statistics (BTS), have
adsojoined FHWA inmoving ther mainframe sysems
to the AAC. AAC wecomes these new customers
from DOT to Audtin.

Additionsto NPCD Intranet
Site
By: Thomas M. Crase, OI&T, Austin Automation Center

TheAustin Automation Center haspublished aweb
site, http://vaww.aac.va.gov/npcd/, to provide
customers easier access to data about and from the
Nationa Peatient Care Database (NPCD), the Patient
Treatment File (PTF), and the variousMedicd Didtrict
Planning (MDP) Statigticd Andyss System (SAS)
files. AAC daff are congtantly extending theweb Site
to include additional documentation and reports
available from these systems.

The earliest verson of the Site included inpatient
and outpatient filelayouts and file naming conventions
aswdl as acurrent view of the SAS formét library.
Thisview of theformat library iskept current with the
one used when accessing the actud SASfiles. The
format library isused by SAS programmersto provide
descriptions for the various coded values stored in
the SAS repository.

NPCD row countswere added to thesitefor those
customers interested in seeing the actua number of
occurrences of data in the various tables of the
database. These counts can give anindication of size
and growth rates of various subsets of the database
In an essy-to-see view.
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AAC saff recently added aquery capability to
thefadility table, which will alow cusomersto see
what facilities are vdid for input to the database.
Searches can be done by facility or Veterans
Integrated Service Network (VISN). The query
shows both inpatient and outpatient facilities. A
recent release included the addition of activation
and deactivation datesfor the facilities showing the
periods for which encounters were valid.

Another recently completed effort for thisweb
gteincdudeabrowser accessibleverson of thedaly
Ambulatory Care Reports (OP reports) for those
customers who find it more convenient than the
mailman messages currently transmitted to the
fadlities

AAC gaff are continuoudy exploring ways to
makethisweb Stemoreresponsveto NPCD, PTF,
and MDP customer needsand desires. Feedback
viathe webmaster link on the Steiswecome.
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rHy Tech'sTip

By: Mary Granito, OI&T, Information ' - JJ | '

Management Service k y,

Do you know that it is unlawful to deﬂroy
Federd records? Before you throw that copy
away, make sure that it is not an officia record.

. W,
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